The Dark Side Of The Cloud

« Jeg vil ikke leve i en verden der alt jeg sier, alt jeg gjar, alle jeg snakker med hvert eneste
utrykk for kreativitet, kjeerlighet eller vennskap;blir registrert . . -

«Edward Snowden

P -

ra ——

- 4&“‘/"\’ -



Er dataene dine trygge i nettskyen?

2013 gikk inn i historien som aret hvor skyen
mistet sin uskyld. Hva har egentlig skjedd etter
at Edward Snowden i juni i fjor lekket de fgrste
dataene av det som etter hvert skulle bli kjent
som “Snowden-filene” fra NSA og dets like.

29 ar gamle Snowden ble en varsler fordi han
gnsket debatt om myndighetenes omfattende
overvakning av ordinaere borgere.

Han lyktes.



Jan Terje Espeland

Salgssjef Avtaler Atea Vest

8 ar innen salg av skytjenester

> mer enn 10.000 seats
neste ar 30.000 seats??

Markedstgrer i bunn:
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SECURE MESSAGING SCORECARD

Which apps and tools actually keep your messages safe?

Are past
com-
Canyou  munications Isthe code Is security
Encrypted so verify secure if open to design Has the code

anpted in the provider contacts’ your keys are independent  properly been
transit?  can't read it? identities? stalen? review?  documented? audited?





http://www.youtube.com/watch?v=FyH86ZF-Ru4&list=PLAknoGO0E2UfJC4I2wNOzF-5qkkq2OP1Z&index=1

There's no such thing as a free lunch.

(Milton Friedman)
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People who use Google are the product

-
-
c.'

Compare the mission statements of Google and the NSA:

‘We want to collect all private information, pool it, store it‘,'&rt it,
. . er iy |
index it, and exploit it. -

‘We want to collect all private information, pool it, store it, sort it,

and sell those profiles to advertisers. .

»
.
P O

“Really, they’re almost identical.”

L O 2

, Thursday 25 September 2014 21.08 BST


http://www.theguardian.com/

Copyvigited Materiad

O«

How Google Works

Eric Schmidt & Jonathan Rosenberg

with Alan Eagle, foreword by Larry Page

Copyrghied Material

VS

+OR Books Email Images HH |

Wikileaks

| When Google Met WikiLeaks ]

JULIAN ASSANGE



rvik Goes Google Juni 2012 Office 365 langeres


https://www.narvik.kommune.no/handlers/bv.ashx/i28e94435-cdc7-4a0e-ade6-704e136365da/narvik_goes_google.jpg

“Alle vet at skyen
er en del av bildet”

men noen ma
“ha sngring pa
alle tradene”




Hyper-Scale Data Centers Will Contain One-
Third of World's Processing Power by 2025

100%
Hyper-Scale

m 75% Service Providers
50%

Enterprises
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Microsoft sin produktivitetsvisjon

Rights Management Services

-| The content you are trying to open is prut:ctn.:n:l with a

* cloud based Rights Management Service, and your
client cannot consume this content as currently
ccmfigurr.-_-n:l I"Iick an thr.: link below to find out how to

Rapporteri
og analyse




ks
ke krav til juridiksjon har din vitksomhet

Virksomheter som tar i bruk nettskytjenester
er juridisk ansvarlig, og ma sgrge for at
personopplysningene behandles i trad med
personvernregelverket.

Datatilsynet



Sllkfar USA data’ljtlrt fra fremmede land

Microsoft tapte i retten (men dommen er ikke rettskraftig fordi MS har anket).




Skyarkiv I utlandet er ulovlig

Riksarkivaren gar ut med klar melding.




Regjerlngen VI| fjerne hlndrmot nettsky bruk

Lovverket kan bli myket opp.
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M W W Viljen til & innfore en streng sanksjonering okie
betydeligi EU etter Snowden-avsloringene, skriver
advokatene Arve Feyen og Eva Jarbekk.
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ARTIKKELFORFATTERNE. Arve
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linger til Datatilsynet. De
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Lag av sikkerhet gir oss banken i lommen

Rod sone
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Booz | Allen | Hamilton

T We Are Innovators it
RETHINKING CLIENT PROBLEMS

Play Video »

Booz | Allen | Hamilton

START WITH CHARACTER 1 OO YEARS

OUR HERITAGE OUR STORIES OUR CULTURE

100 YEARS OF CHARACTER CENTENNIAL IMAGE GALLERY
Allen Hamilton has
inding partner, Edwin Boc

ght, work right, and play right

and to help worthy young people
e, and “hard <" as the starting foundation in

Start with Character and Fear Not the Future
In 2014, as v % our h z yea ,these charac
v, technology, and
ating this
e future, and

Booz Allen Hamilton (NYSE:BAH) leaders, past and present, celebrated the launch of
the firm's 100th anniversary year by ringing The Opening Bell® on January 2, 2014 at
the New York Stock Exchange.

Our heritag pti are an enduring
year-old institutio




dhe 4th Awmendment

The right of the people fo be secure in their persons, houses,

papers, and effects, against unreasonable searches and seizures,
shall not be viclated, and no Warrants shall issue, buf upon
probable rause, supporfed by Oath or affirmafion, and
parficularly describing fhe place to be searched, and the

persons or fhings fo be seized.
~



Number of individuals, by level of security clearance

HOLDS A CLEARANCE TO HANDLE HANDLES CONFIDENTIAL/

TOP-SECRET MATERIAL SECRET MATERIAL

The most sensitive intelligence. Such material would be

Material, if made publicly “prejudicial” to or cause “serious

available, would cause damage” to national security,

“exceptionally grave danger” if made publicly available.

to national security. 3.6 million total
Federal employees (3.6 million) 4|—'_._
Private contractors (1.1 million) 2.8
Other (0.3 million)y* 3 - T

IN MILLIONS

1.4 million total

4

0.8
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asisunn Dates When PRISM Collection 40
Began For Each Provider

1/14/09

PRISM Program Cost: ~
$20M per year

Yahoo
Microsoft \  3/12/08
9/11/07

| I I | | I
2007 2008 2009 2010 2011 2012 2013
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Plug-ins extract and index metadata into
tables

[sessionNg)] —— [processing engine) D (databane) &> (user quoﬂo.)

STELLAR WIND or The Big Ass Graph

T T A




NSA shares raw intelligence including Americans' data
with Israel

"On the one hand, the Israelis

are extraordinarily good Sigint
partners for us, but on the other,
they target us to learn our positions
on Middle East problems," the
official says.

"A NIE [National Intelligence
Estimate] ranked them as the third
most aggressive intelligence service
against the US."




SECRET STRAP1

Reference: B/7T199BA/5001/5/114
Date: December 2008

Copy no:

Issuwed by: B18, CGCHQ

OPTIC NERVE — Yahoo Webcam display and target discovery

Summary
A report on the development of OPTIC NERVE — a web interface to display Yahoo Webcam
images sampled from unselected intercept and a systemn for proportionate target discovery
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(TS//SI/NF) FAA702 Operations

Two Types of Collection

Upstream

» Collection of communications on fiber cables
and infrastructure as data flows past.
(FAlRVIEW STORMBREW, BLARNEY OAKSTAR)

Should
Use Both

+ Collection directly from the servers of these U.S.
Service Providers: Microsoft, Yahoo, Google
Facebook, PalTalk, AOL, Skype, YouTube

Apple.

TOP SECRET//SI/ORCON//NOFORN
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( TS/SU/NF) IntI‘OdUCtiOIl

U.S. as World’s Telecommunications Backbone

m/luch of the world’s \ £ N

communications flow
through the U.S.

« Atarget’s phone call, e-mail
or chat will take the
cheapest path, not the
physically most direct
path — you can’t always

Aeca

predict the path.

* Your target’s |
communications could | mamea | | e
easily be flowing into and S
firoughitho us. / International Internet Regional Bandwidth Capacity in 2011

Source: Telegeography Rescarch
TOP SECRET/SI/ORCON//NOFORN



Lavabit

Iy Fellow Users,

| have been forced to make a difficult decision: to become complicit in crimes against the American pecple or
walk away from nearly ten vears of hard work by shutting down Lavabit. After significant soul searching, | have
decided to suspend operations. | wish that | could legalty share with vou the events that led to my decizion. |

freedom to speak ocut in situations like this. Unfortunately, Congregs has passed laws that say otherwise. As
things currently stand, | cannet share my experiences over the last six weeks, even though | have twice made
the appropriate requests.

What's going to happen now? We've already started preparing the paperwork needed to continue to fight for the
Constitution in the Fourth Circuit Court of Appeals. A favorable decision would allow me resurrect Lavabit as an
American company.

This experience has taught me one very important lesson: without congressienal action or a strong judicial
precedent, | would _stronghy_ recommend against anyone trusting their private data to a company with physical
ties to the United States.

Sincerehy,
Ladar Levizon
Owener and Operator, Lavabit LLC

Defending the constitution is expensive! Help us by donating to the Lavabit Legal Defense Fund hers.




Boundless Informant: the NSA's secret tool @
to track global survelllance data




How the N.5.A. Uses Radio Frequencies to Penetrate Computers

The MN.5.A. and the Pentagon’s Cyber Command have implanted nearly 100,000 “computer network exploits™ around
the world, but the hardest problem is getting inside machines isolated from outside communications.

A

Transmission distance of up to eight miles

TARGET
COMPUTER

0

>

FLANTED INSIDE
USE CAELE

1. Tiny transceivers are built
intoc USE plugs and inserted
into target computers. Small
circuit boards may be placed
in the computers themselves.

CATA FROM TARGET COMPLUTER

Data and malware are transmitted
over a cowvert radio freguency

MALWARE

4

M.5.A. FIELD
STATION

2. The transceivers
communicate with a briefcase-
size MN.S.A. field station, or
hidden relay station, up to
eight miles away.

P
-

3. The field station
communicates back
to the M.5.A's
Remote Cperations
Center.

©

CATA TRAMSMITTED
BACK TO M .S A.

AMTEMMA

CASE

4. It can also transmit
mabhwvare, including the
kind used in attacks
against lran's nuclear
facilities.



Rutere fra D-link er utstyrt med en bakdgr

Useragent:
xmlset_roodkcab28840leojybtide

Edit by Joel 04882 backdoor
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Cisco posts kit to empty houses to dodge
NSA chop shops

Kit sent to SmallCo of Nowheresville to avoid NSA interception
profiles



http://www.theguardian.com/world/nsa

On the Possibility of a Back Door
in the NIST SP800-90 Dual Ec
Prng

Dual Elliptic Curve Deterministic Random Bit Generator (Dual_EC_DRBG)



TOP SECRETHSITK/NOFORN

(U) COMPUTER NETWORK OPERATIONS

(U) SIGINT ENABLING
This Exhibit is SECRET/NOFORN

T FY 2012 Enacted FY 2013 Request FY 2012 — FY 2013

L
Actual Base 0co Total Base 0co Total | Change Chaoge

Funding ($M) 2986 2754 - 2754 2549 - 2549 204 37

Civilian FTE 144 143 - 143 141 - 141 2 a1

Cividian Positions 144 143 - 143 141 - 14] 2 A

Military Positions - - - - - - - - -
Nimchados coacted OCD funding. Tetsls may noe 544 due 10 1oendiog

(U) Project Description

(TS/SI/NF) The SIGINT Enabling Project actively engages the US and foreign IT industries to covertly
influence andior ovenly leverage their commercial products’ designs. These design changes make the systems
in question exploitable through SIGINT collection (¢.g., Endpoint. MidPoint. ete,) with forcknowledge of the
modification. To the consumer and other adversaries, however, the systems’ security remains intact, In this
way, the SIGINT Enabling approach uses commercial technology and insight 1o manage the increasing cost and
technical challenges of discovering and successfully exploiting systems of interest within the ever-more integrated
and secunty-focused global communications environment,

(TSUSIFREL TO USA, FVEY) This Project supports the Compreheasive National Cybersecurity
Initistive (CNCI) by investing in corporate partnerships and providing new access to intelligence sources,
reducing collection and cxploitation costs of existing sources’, and cnabling expanded network operation and
intelligence exploitation to support network defense and cyber situational awareness. This Project comtains the
SIGINT Enabling Sub-Project.

(U) Base resources in this project are used to:

« (TSHSIA/REL TO USA, FVEY) Insent vulnerabilitics into commercial encryption systems, IT systems,
nerworks, and endpoinl communications devices used by targets.



AL QAEDA
(50,446) I

WHO’S ON (V)
I THE WATCHLIST? DS,
AFFILIATION
(280,000)

TALIBAN
(62,794)

AL QAEDA
IN IRA
(73,1853 '"

L

“OTHER” RECOGNIZED
TERRORIST GROUPS
(92,765)

WATCH COMMANDER
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Journalisten Duncan Campbell hevder at utenriksminister Carl Bildt (th.) og Sverige hjelper USA og Barack Obama med a overvake nettet under kodenavnet SARDINE. Foto:
ANDERS WIKLUND



Brazilian President Dilma Rousseff used her position
as the opening speaker at the U.N. General Assembly
to accuse the United States of violating human rights
and international law through espionage that
included spying on her email.

«If there is no right to privacy,
there can be no true freedom of
expression and opinion, and
therefore no effective democracy.»
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"The state should not feeI |tseIf entltled to know, see and memorise everythlng that
Bl the private citizen communicates. The state is our servant.”

-

S Chris Huhne, former member of the Goverment
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Anonymouyg shut down
Mastercard, Visa,
PayPa] ang others in
retaliation for those
sites Cutting off
funding t, Wikﬂeaks,
and have carried oyt
myriad attacks against
many otheyr major
Organizationg,
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'%m A typical Internet company goes belly-up after

arix 4 ~ a couple of years. The personal data it has
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, i En gjeng fra Anonymous demonstrerte i fjor ulovlig i Karl Johans gate i Oslo mot

= datalagringsdirektivet. De ble stoppet av politiet og Guy Fawkes maskene ble beslaglagt.
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Den Europssiske Unions Domstol
-‘i' PRESSEMEDDELELSE NR. 54/14

Luxembourg den 8. april 2014
Hy
Dom i de forenede sager C-293/12 og C-594/12

Presse og Information ' Digital Rights Ireland og Seitlinger m_fl.

Domstolen erklaerer direktivet om lagring af data for ugyldigt

Direktivet indebserer et meget omfattende og sserligt alvorligt indgreb i den grundlasggende ret til
respekt for privatiivet og til beskyttelse af personoplysninger, uden at dette indgreb er begrasnset til
det strengl nedvendige



er ikke avvisende til PSTs gnske om a overvake og
lagre informasjon om nordmenns nettbruk. (23.08.14)
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FALSKE BASESTASJONER VED ™
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¥ C

STATSMINISTERENS KONTOR

De grgnne punktene viser omtédet hvor de falske

basestaSJonene er plassert Ca. 50 meter fellmargln
Dekhlngsomrédet til basestasjonene (ca. 500 meters raa” us)

AKER BRYGGE

~Op.
.,,1

er de storegrenne” sirklene..
“De rgde punktene viser mlstenkellg data;raflkk Aftenposten
har registrert i omradet. Klikk pa disse for a’Iése mer.

IUVHOLMEN



FALSKE BASESTASJONER VED
STATSMINISTERENS KONTOR

De grgnne punktene viser omradet hvor
de falske basestasjonene er plassert. Ca.
50 meter feilmargin.

Dekningsomradet til basestasjonene (ca.
500 meters radius) er de storegrgnne
sirklene.

De viser mistenkelig
datatrafikk Aftenposten har registrert i
omradet. Klikk pa disse for a lese mer.



SIKKERHETSKONFERANSEN 2015
PST ber om skadevare og Shnowden gdela
Kryptering gjor alt mye vanskeligere, sier sjef for E-tjenesten.




The NSA’s Secret Role in the U.S. Assassination Program




The propagandist's purpose is to make
one set of people forget that certain
other sets of people are human

Aldous Huxley




The end cannot
justify the means,
for the simple
reason that the
means employed
determine the
nature of the
ends produced.

—Aldous Huxley
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la; a Waziristan girl 9 years old
For Her Grandmother’s Decease At Co
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NO HUMAN BEING IS COLLATERAL
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Jan Terje Espeland
@jantesays

Curious / couragous Intrapreneur. Believer in Kaizen and beauty,
experienced in sales & marketing, wannabe espresso, cheese and
wine connoisseur. Marathoner.
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